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Business Development Director

= Business Development Director for
GlobalSign

= Previously CTO of a European hosting
company

= Qver 10 years of experience in the
hosting industry

= Expert in digital certificate solutions

= Dedicated to increasing awareness of the
requirements for online security & - ,

GlobalSign.

GMOINTERNET GROUP

= Thinking out of the box, detecting
problems and providing solutions
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Multiple SSL Certificates on
a single IP address
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More demands and requirements for SSL

Article 17 of Directive 95/46/EC of the European Parliament
Security of processing

Member States shall provide that the controller must implemenT appropriate technicdl and organizational
measures 1O DrOTeCT Dersongl data against accidental or unlawful destruction or accidental lOss,
alteration, unauthorized disclosure or ACCESS, in particular where the processing involves the tfransmission of

data over a network, and against all other unlawful forms of processing. Having regard to the state of the art and the

cost of their implementation, such measures shall ensure a level of security appropriate to the risks represented by the processing and
the nature of the data fo be protected.

5 Security ™
Standards Council

® OO0 / [ Developer Roadmap Update x|

— C' (A https://developers.facebook.com/

facebook developers
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Each SSL Certificate needs its own IP




Why do | need a
dedicated IP address?
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Request on a non-secure connection

~N

e HTTP Request: Can you please send me /contact.html on
www.domain.com

J

~

e HTTP Reply: Here is the content you requested.
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Host: www.domain.com
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Request on a secure connection

e (TLS Handshake) Hello, I support XYZ Encryption.

e (TLS Handshake) Hi there, here is my public certificate, let’s use
this encryption algorithm.

(TLS Handshake) Sounds good to me.

J

“.

N
e (Encrypted) HTTP Request: Can you please send me /contact.html

on www.domain.com

J

%

% Authentication. Security. Trust.

% e (Encrypted) HTTP Reply: Here is the content you requested.
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Server Name Indication (SNI)

e (TLS Handshake) Hello, | support XYZ Encryption, and | am trying to
connect to 'www.domain.com’.
e (TLS Handshake) Hi there, here is my public Certificate for

% www.domain.com, and let’s use this encryption algorithm.

.
“ e (TLS Handshake) Sounds good to me.
J

N
e (Encrypted) HTTP Request: Can you please send me /contact.html
: on www.domain.com

J

e (Encrypted) HTTP Reply: Here is the content you requested.

tb Authentication. Security. Trust. www.globalsign.com




Request on a secure connection

www.google.com
74.125.136.103 : 443 T e
> =] Www.google.com
= 1 Www google.fr

- - www.google.de
Certificate
« -~ ©— =

/Q This is probably not the site you are looking for!

You attempted to reach 74.125.136.103, but instead you actually reached a server identifying itself as
www.google.com. This may be caused by a misconfiguration on the server or by something more serious.
An attacker on your network could be trying to get you to visit a fake (and potentially harmful) version of
74.125.136.103.

You should not proceed, especially if you have never seen this warning before for this site.

| Proceed anyway | | Back to safety |

P Help me understand

www.google.com
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Testing SNI with OpenSSL
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The SSL/TLS handshake

2013-02-22 13:55:26.964894000
2013-02-22 13:55:26.969102000
2013-02-22 13:55:26.982744000
2013-02-22 13:55:27.070372000

www
www
192
www

.globalsign.com
.globalsign.com
.168.1.242

.globalsign.com

<~ TLSv1l.1l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 179
Handshake Protocal-
Handshake Typs
Length: 175
Version: TLS
Random
Session ID Lel
Cipher Suites
Cipher Suites
Compression M /
Compression Meemwus—yromethod)
Extensions Length: 62
Extension: server_name
Type: server_name (0x0000)
Length: 23
<~ Server Name Indication extension
Server Name list length: 21
Server Name Type: host_name (0)
Server Name length: 18

~1iant Hello
alo (1

J

Extension: renegotiation_info
Extension: elliptic_curves

v v

192.168.1.242 TLSv1.1 Server Hello

192.168.1.242 TLSv1l.1 Certificate, Server Key Exchange,

www.globalsign.com  TLSvl.1 Client Key Exchange, Change Cipher
192.168.1.242 TLSv1l.1 New Session Ticket, Change Cipher

-------

oy \000)
I extension
me gth: 21

Ene . Aost_name (0)
Server Name length: 18

@ Authentication. Security. Trust.
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Applications with no SNI Support

= All versions of Internet Explorer on Windows XP

* Android 2.x [Gingerbread] default browser (other browsers
like Opera do support SNI on Android)

= BlackBerry Browser
= Windows Mobile up to 6.5

Mlcrosoft

“Windows™® “2-BlackBerry

‘ Authentication. Security. Trust. www.globalsign.com




Windows XP with SNI

DEMO
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Operating System Usage - Win XP — per continent
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WinXP usage (July 2013)

Europe

North America

Oceania

South America

= Africa

¥ Asia

® Europe

® North America
® Oceania

® South America

www.globalsign.com



Worldwide Operating System Usage - Win XP: 21%

StatCounter Global Stats
Top 7 Operating Systems from July 2008 to July 2013
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Internet Explorer market share — Per continent

IE market share (July 2013)
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Worldwide Internet Explorer market share — 25%

StatCounter Global Stats
Top 5 Browsers from July 2008 to July 2013
70% | :

56%

42%

o009

28%

14%
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Or 8% of your world wide visitors?

25% of 21% = 5.3%

Internet Explorer Windows XP

+ mobile traffic

8% of World Wide internet users

do not support Server Name
Indication (SNI)

www.globalsign.com




Should | use/offer SNI for SSL sites?

= There is no problem when you need to secure a website or
portal that is used by a closed community or business that has
no Windows XP users.

= Provide SNI support for free with an SSL Certificate

— Users can decide to provide an unsecure connection and a warning to visitors
with an outdated system.

= Calculate an additional fee for users that want to have full
compatibility and thus a dedicated IP number

‘ Authentication. Security. Trust. www.globalsign.com




Should | use/offer SNI for SSL sites?

Google
(\ Dévelopers Searc “ Sign in

Home Products Events Showcase Live Groups
Google App Engine R +1q 6.6k Feedback on this document
Admin Console SSL for a Custom Domain

System Status App Engine allows applications to be served via both HTTPS and HTTP via a custom domain instead of an appspot.com address. See Using a Custom Domain to learn how

FAQ to configure App Engine to use your custom domain. Once you have done that, this document explains how to enable HTTPS for your domain. This service is configured
through Google Apps Control Panel and is billed through App Engine applications.
Downloads

» Getting Started

Choosing an SSL Type

» Java App Engine supports two types of SSL for custom domains. You can configure your domain to use either or both.
» Python Server Name Indication (SNI)
Server Name Indication is a feature that extends SSL and TLS. This extension allows multiple domains to share the same IP address while still allowing separate valid
» Go Experimentall certificates for all the domains. Some older browsers and operating systems don't support SNI, most notably Internet Explorer and Safari on Windows XP and the default

Android browser pre-Honeycomb. When a user visits an SNI site with a client that does not support SNI they will be unable to view the page when connecting via

. HTTPS. We recommend detecting browsers that do not support SNI and recommending a browser that supports it.
~ Managing Your App

Virtual IP (VIP)
» Admin Console A dedicated IP address is assigned for your application. This allows TLS to be used without the SNI extension and as such it will work on any browser or OS that
Quotas supports SSL. Each VIP only supports one certificate. The Virtual IP address may change and therefore DNS A records should not be used. Use a CNAME record to
avoid any issues caused by the Virtual IP changing.
Billing

~1 A

% Authentication. Security. Trust. www.globalsign.com




What are the alternative
solutions?
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A multi-domain SSL Certificate

Certificate @
" One SSL Certificate for multiple || e | oetsis | corticotion rath

domain names from different show: [ <all> 3
organisations. Field value S
E'v'alid from Thursday, August 16, 2012 1:...

E'u‘alid to Saturday, August 17, 2013 10...
ESubject cloudssl.demo1.oneclickssl.eu,...
[Flpublic key RSA (2048 Bits) B
@Certificate Paolicies [1]Certificate Policy:Policy Ide...
Basic Constraints Subject Type=End Entity, Pat...
ﬁEnhanced Key Usage Server Authentication {1.3.6.... ¥

" The certificate contains the
hosting company’s details.

|2

DMS Name=site01.demol.oneclickssl.eu
DMS Name=*,site01.demo1.oneclickssl.eu
DMS Name=site02.demol.oneclickssl.eu
DMS Name=*,site02.demo1.oneclickssl.eu

- Domain ContrOI iS Veriﬁed for DNS Mame=site03.demol.oneclickssl.eu

DMS Name=*,site03.demo1.oneclickssl.eu
e a C h d O m a i n DMS Name=site04.demol.oneclickssl.eu

. DMS Name=*,site04.demo1.oneclickssl.eu
DMS Name=site05.demol.oneclickssl.eu

v

Edit Properties... [ Copy to File... ]

| - .
h‘ Authentication. Security. Trust. www.globalsign.com




Multi-domain certificates

DEMO
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Control of the Private Key

* A multi-domain certificate usually runs on shared hosting server
or reversed proxy DN

= Domain control is validated for each SAN

= SSL Certificate accessible by server or network administrator
with root permissions

" Information of the company that is responsible for the private
key is listed in the certificate contents.

‘ Authentication. Security. Trust. www.globalsign.com




Certificate Size

s 5 5 5 5 5 5 x5 5 5 5 3 5 5 5 5 5 5 5 %5

E E F E E EEEES 8555 555 8 8 5 5

o 0o 0o 0 0 0 0 0 0 g -« a4 ® ¥°T W W ~ o o o

- ™~ ™ - wn w ~ © (=z] - - - - - o .-~ - - - ™~
1SAN 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
2SAN 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
3SAN 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14
4SAN 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 15 15 15 15
SSAN 14 14 14 14 14 14 14 14 14 14 14 1. 1. 1 16 15 15 15 15 156
640SAN 39 47 66 64 73 81 90 98 107 115 124 132 141 149 158 166 174 183 19.1 20.0
641SAN 39 48 656 64 73 81 90 98 107 115 124 132 141 149 158 166 175 183 192 20.0
T09SAN 42 51 61 70 79 89 98 107 11.7 126 135 145 1564 164 173 182 192 201 211 220
7T1I0SAN 42 51 61 70 79 89 98 108 11.7 126 136 145 154 164 173 183 192 201 211 220
7T11SAN 42 51 61 70 79 89 98 108 11.7 126 136 145 155 164 173 183 192 202 211 220
7T48SAN 43 5653 63 73 83 93 103 113 122 13.2 142 152 162 172 182 192 202 211 221 23.1
7T49SAN 43 53 63 73 83 93 103 113 123 132 142 152 162 172 182 192 202 212 222 232
7TS50SAN 43 53 63 73 83 93 103 113 123 133 143 152 162 172 182 192 202 212 222 232
998SAN 53 66 80 93 106 119 132 146 159 172 185 198 212 225 238 251 264 278 291 304
999 SAN 53 66 80 93 106 119 133 146 159 172 185 199 212 225 238 251 265 278 29.1 304
1000 SAN 653 67 80 93 106 119 133 146 159 172 186 199 212 225 238 252 265 278 29.1 305

= Test results based on number of SANs and characters
= Note: Average number of characters in a domain — 13/14*

*Source: Nominet

= Certificate size limit is browser dependent

% Authentication. Security. Trust. www.globalsign.com




Certificate Growth

35.0

30.0

25.0

20.0

15.0

10.0

5.0

0.0

NVS €66
NVS 216
NVS 196
NVS G176
NVS 626
NVS €16
NVS /68
NVS 188
NVS G98
NVS 618
NVS €€8
NVS 218
NVS 108
NVS G8.
NVS 692
NVS €62
NVS €.
NVS L¢.
NVS G0.
NVS 689
NVS €19
NVS 299
NVS 119
NVS G29
NVS 609
NVS €69
NVS 21§
NVS 196
NVS G¥S
NVS 625
NVS €16
NVS L6V
NVS 18
NVS G9¥
NVS 6v¥
NVS €€y
NVS ZLY
NVS L0y
NVS G8€
NVS 69€
NVS €6€
NVS €€
NVS 1¢€
NVS GO€
NVS 68¢
NVS €4¢
NVS 2G¢
NVS Li¢
NVS Gc¢
NVS 60¢
NVS €61
NVS 2L
NVS 191
NVS GvlL
NVS 621
NVS €11
NVS /6
NVS 18
NVS S9
NVS 6
NVS €€
NVS L1
NVS L

9 Char —10 Char

——1 Char ——2Char ——3 Char ——4 Char ——5Char ——6 Char ——7 Char ——8 Char

15 Char ——16 Char ——17 Char —— 18 Char —— 19 Char —— 20 Char

—11 Char ——12 Char —— 13 Char — 14 Char

% Authentication. Security. Trust.
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Maximum Certificate Size

= Google Chrome, Mozilla Firefox & Opera have a limit of
174K.

» The pageryowaretrying o view cannot oershowrnrpecause the auwenucity of
the received data could not be verified.

m Please contact the website owners to inform ther of this problem.
Alternatively, use the command found in the help menu to report this broken
site.

@ Authentication. Security. Trust. www.globalsign.com



Maximum Certificate Size 4 Windows **

= Internet Explorer on Windows XP SPa3 till Windows 7 has
a certificate size limit of 44Kk.

= Windows XP without any service packs is limited to 22k.
= An average OCSP stapling response is about 1k

= Other TLS overhead is about 0.5k

www.globalsign.com



Performance of multi-domain certificates

Requests done to load this page Sort by load order Filter- _

File/path Size
https://750.snicloudssl.com/ 708 B o u 750 n a mes:
506 B SSL 716 ms

E blank.gif | =
Connect 1.14s 7 1 6 m S
1.35s

2 requests 1.2 kB Send 0ms
Wait 89 ms
Receive 8 ms

Total 195s

Requests done to load this page Sort by load order Firer: |||

File/path Size
] m .
https://450 snicloudssl.com/ 708 B 1 ~ 450 n a eS .
&= blank gif 506 B SSL 518ms <
Connect 769 ms I I I S
2 requests 1.2 kB Send 0ms 1.05s

Wait 126 ms
Receive 8 ms

Total 142s

Requests done to load this page Sort by load order Fitter: ||

File/path Size
https://1 snicloudssl.com/ 708 B 1 ~ | 1 na m e °
@ blank gif 506 B SSL 198 ms =

2 requests 1.2 kB Send 1 ms 757 ms

Wait 87 ms

Receive 8 ms

e 843 ms

e Authentication. Security. Trust. www.globalsign.com




Every 100ms delay
costs 1% of sales

amazoncom

www.globalsign.com




The disadvantages of multi-domain certs

Certificate @
- N O Su p pO rt fO r OV ) EV ' General | Details I Certification Path |

Show: [ <all= v ]
. . Field Yalue N
= One certificate shared by =]vald from Thursday, August 16, 2012 1:...
. E'o‘alid to Saturday, August 17, 2013 10...
m a n y We b S |te S ESubject cloudssl.demo1.oneclickssl.eu,...
[Flpublic key RSA (2048 Bits) B

@Certificate Paolicies [1]Certificate Policy:Policy Ide...

€3 Subject Alternative Name DS Name=cloudssl.demol.on...
Basic Constraints Subject Type=End Entity, Pat...

[ ] Ma ny hostna mes are Visible ﬁEnhanced Key Usage Server Authentication (1.3.6.... ¥
in the certificate ONS Name—.SEeG1 demor orecicieel u -

DMS Name=site02.demol.oneclickssl.eu
DMS Name=*,site02.demo1.oneclickssl.eu
DMS Name=site03.demol.oneclickssl.eu
DMS Name=*,site03.demo1.oneclickssl.eu
DMS Name=site04.demol.oneclickssl.eu
DMS Name=*,site04.demo1.oneclickssl.eu

- ViSitOr needS tO download a DNS Mame=site0S.demol.oneclickssl.eu M

bigger certificate (slower) ot properties... | (_Copytorien. ]

| - .
h‘ Authentication. Security. Trust. www.globalsign.com




What if we could use the
best of both solutions?

92% SNI

/ 8% CloudSSL

www.globalsign.com




SNI combined with CloudSSL

User requests website

..................................

i domainl.com 1.1.1.1 ;
i domain2.net 1.1.1.1 :
! mysiteinfo 1.1.1 .

..................................

........................................

. . Server selects correct > rf ..... SNI t : :
: : i certificate based on SNI ' S no ....... p rese n .......... !
é § E o] @crice | o g ¢ i
: : ! 1N F N O CLC L LU LU [
' ' : : : CloudSSL |
' — ' ¢ Multi Domain Cert :
Client \l, : |
: : \l' _________ : =V !
Y U ’ Serverselects i+ CTTmmmmmmmmmmmmmmmmmssenes :
correct website

—_—

Secure website delivered

% Authentication. Security. Trust. www.globalsign.com




With SNI support

B
:

) v https://site01.demol.one

—

¢« C' & https://site01l.demol.oneclickssl.eu

Index for site 1

y

Certificate

.»Details

@ Authentication. Security. Trust. www.globalsign.com



Windows XP (has no SNI support)

_@ 420 eita01 demol oneclickssl eu-B4437 - Microsoft Internet Exnlorer B‘EB}.

OBack - & \ﬂ \EL] ;‘J /.7 ) Search :’ Favorites 54} =

Address g‘] https:{/site01.demol.oneclickssl.eu: 5443/ v E, Go Links

| Certificate @@

General | Details | Certification th

»

Certification path
] Globalsign Root CAT
= GIobaISlgn Organization Yalidation CAT - G2 |

==FEnd Entity, Pat...
‘cation (1.3.6....
~
eneral | Details | Certifica
Certification path "/
(%] GlobalSign Root Ca
=] Globalsign Orgarmeauwrrramanon CAT - G2 Dh=mame=siteusmaemnaol . oneclickssies .

£ | cloudssl.demol.oneclickssl.eu

&] Done 5 @ Internet
+5 Start 2} https:{/site01.demol...

‘ Authentication. Security. Trust. www.globalsign.com




How Google Implemented this

www.globalsign.com



Two SSL Certificates for one site!

= No additional costs

= Sites can use all types of certificates (including EV)

= One SSL Certificate installed via the regular way, a
second SSL Certificate (one per IP) can be updated
automatically.

www.globalsign.com




Environment and Platform independent

Q...

|| Parallels

NGiNX

0
0
O
.0‘ 0
DlrectAdm'n

eeeeeeeeeeeeee
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How does it work?

W
O
—~+
2
Q)
d
——

; Collect Certificate information

: ; : Request Multi f : Save Certificate
: from webserver or text file — Domain Certificate — to Disk
o CN=www.domain.net i

: 1 i === sAN= www.domainl.net, i : ;1

' domainl.com, server.domain.2.com ! i

: : ' A
: v g : Multi Domain certificate issued to ' \L

: g ' the hosting provider and valid for: '

' ov -

: .W' '--} CN=mysite.info . ) )

' . — : ' : www.domainl.com, domainl.com, :

; . \ server.domain2.net, domain2.net,;

' : : ' ! www.domain2.net, mysite.info, '

v : ‘ | WWW.MyCcOompany . Com .

' : : L e ——ee—e————————— : ' Reload Web Server
' o CN=www.domain.net . ' ' :

n Cenibcate === SAN= www.domainl .net, i

H domainl.com, server.domain.2.com; } ~———

: ' : . CRC)

: * . X pE=

. : : L

: : - p

: @ MultiDomain i g§

' 1 Certifeate  |---Jp  CN= www.mycompanyname . com : >

: : : Certificate Authority

% Authentication. Security. Trust. www.globalsign.com




Lets create a few sites in DirectAdmin

DEMO

@ Authentication. Security. Trust. www.globalsign.com




Completely Automated Process

® O O

/N vanbroup

2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:

21
03
03
03
03
03
03
03
03
03
03
03
06

SNI/CloudSSL version 0.8 (linux-386)
Processing virtual hosts on: 192.168.1.7:443
Adding check for: server23l.snicloudssl.com
Adding check for: .domain.demol.oneclickssl.eu
Adding check for: .demo.snicloudssl.com

Adding check for: .sameip.snicloudssl.com
Adding check for: .site2.demol.oneclickssl.eu
Adding check for: .site3.demol.oneclickssl.eu
Adding check for: .sni.demol.oneclickssl.eu
Adding check for: .sni.snicloudssl.com

Adding check for: .sni2.demol.oneclickssl.eu
Retrie 3
Starti tom

2013/0
2013/0
2013/0
2013/0
2013/0
2013/0
2013/0
2013/0

2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
16:
16:

2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11

2013/
2013/0371T 14715707 = www.
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

83/11

07
07
07
07
07
07
07
07
07
07
07
07
41
57
57
10
10

14: rtificate uj
14: in cantrol

14: wal,
14: re=issue of
14: pdated and
14: e Se |

Starting oneck Tor: www.sitesvoemolvonectrckss Lveu
- site3.demol.oneclickssl.eu was previously deleted from this order

- www.site3.demol.oneclickssl.eu was previously deleted from this order

Starting check for: www.sni.demol.oneclickssl.eu

- www.sni.demol.oneclickssl.eu Error: x509: certificate has expired or is not yet valid
Starting check for: www.sni.snicloudssl.com

Starting check for: www.sni2.demol.oneclickssl.eu

- sni2.demol.oneclickssl.eu was previously deleted from this order

- www.sni2.demol.oneclickssl.eu was previously deleted from this order
cms.paul.vanbrouwershaven.com will be deleted if it keeps invalid or offline,
www.cms.paul.vanbrouwershaven.com will be deleted if it keeps invalid or offline,
Requesting certificate update

Verifing domain control for 14 name(s)

Not requesting a renewal, this certificate will expire in 356 days.

Requesting a re-issue of the certificate

Certificate updated and saved to disk

Reloading Apache HTTP Server

root@oneclickssldemo2: /opt/snicloudssl# [}

356 days.

starting first deletion delay
starting first deletion delay




Automated domain control validation
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User Agent Redirect

RewriteEngine On
RewriteCond %{HTTP_USER_AGENT} AGlobalSign
RewriteRule A/$ /opt/snicloudssl/html/1ndex. html

NGiNX

if ( $http user agent ~* “GlobalSign.* ) {
rewrite “/(.*)$ /gscloudsslvalidaion/index.html last;

}

location /gscloudsslvalidaion {
alias /opt/snicloudssl/html/;
}
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Same site, Different content

.7 [ GlobalSign CloudSSL Verif % W |

7 [ demo10.snicloudssl.com

& C' [ sni.snicloudssl.com

& C' [ www.snicloudssl.com

Welcome to the home of demo10.snicloudssl.com

To change this page, upload your website into the public_html directory

Date Created: Thu Oct 10 15:00:41 2013

GlobalSign CloudSSL Verification page to provide legacy support for browsers that do -
Name Indication (SNI)

b —l - — — - — - — P - — — - _— - -
= | x B X -
Settings Overrides ,  Settings Overrides
|
General (] Enable () Enable on DevTools startup B l General @ Enable () Enable on DevTools startup k
Overrides Overrides
() User Agent ™ User Agent
Workspace Workspace
| Other... ! : Other... + GlobalSign-Approve I
it
Shortcuts Shortcuts
") Device metrics (") Device metrics
Screen resolution: 1440 x 900 — = 8 Screen resolution: X -
Font scale factor: 1 Font scale factor: 1
Fit in window 4 Fit in window
L B = -~ e
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Using meta-tag authentication

— € [ view-source:sni.snicloudssl.com

1
2| <html>

3 <head>

4 <title>GlobalSign CloudSSL Verification</title>

5 <meta name="robots" content="noindex" />

6 <meta name="globalsign-domain-verification" content="mNmVCxIx5CD-2Bgp7LKI1Tu8VmS8Klfg-bOuBgxglH"
7 </head>

8 <body>

9 <!-- This page should only be shown to the GlobalSign user-agent -->

10 <p>

11

12 </p>

13 </body>

14| </html>

/>

<a href="http://www.globalsign.com">GlobalSign</a> CloudSSL Verification page to provide legacy support for browsers that do support Server Name Indication (SNI)

Settings Overrides

General @ Enable () Enable on DevTools startup
Overrides
Workspace @ User Agent
Other... + GlobalSign-Approve
Shortcuts

[_) Device metrics

Screen resolution: 1440 x 900 — =

Font scale factor: 1

Fit in window

Authentication. Security. Trust.

[ Override Geolocation

Geolocation Position: Lat =

Emulate position unavailable

) Override Device Orientation

o 0 B:

) Emulate touch events

0 ,Lon=

() Emulate CSS media | print v

www.globalsign.com

———




Using meta-tag authentication

v Request Headers view source

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Encoding: gzip,deflate,sdch

Accept-Language: en-US,en;q=0.8,n1;0=0.6

Cache-Control: no-cache

Connection: keep-alive

Host: sni.snicloudssl.com

Pragma: no-cache

User-Agent: GlobalSign-Approver-URL-Domain-Control-Verification-Agent-www.globalsign.com
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Eh Authentication. Security. Trust.

Thank you

Paul van Brouwershaven
paul.vanbrouwershaven@globalsign.com

, @vanbroup
‘ GlobalSign.

www.globalsign.com



